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July 7, 2014 

 

Leslie Kux 

Assistant Commissioner for Policy 

Food and Drug Administration 

Division of Docket Management (HFA–305) 

Food and Drug Administration 

5630 Fishers Lane, Rm. 1061 

Rockville, MD 20852 

 

Re: Docket No. FDA–2014–N–0339: Proposed Risk-Based Regulatory Framework and Strategy for 

Health Information Technology Report; Request for Comments 

 

Dear Ms. Kux, 

 

The Health IT Now Coalition (HITN, the Coalition) appreciates the opportunity to comment on the 

proposed risk-based regulatory framework and strategy for health information technology (IT), as 

summarized in the FDASIA Health IT Report: Proposed Strategies and Recommendations for a Risk-

Based Framework (FDASIA report). The comments below reflect those of the Coalition and may not 

reflect the views of specific members of the Coalition.  

 

I. General Comments 

 

Health IT Now is a coalition of organizations that supports the adoption and use of health information 

technology (health IT) to lower costs and improve quality, safety and outcomes. Our membership is 

diverse; it includes healthcare providers, employers, patient advocates, and insurers. Improving patient 

safety and modernizing the regulatory structure for Health IT are important priorities for HITN.  We 

support a reformed patient safety framework that uses technology to create a self-improving, efficient and 

innovative environment.  

While HITN believes the proposed framework and strategy outlined in the FDASIA report is directionally 

the right approach, we also believe the proposed framework lacks the clarity and resources only a change 

in the statute can bring. We note the report is a draft product that delineates the Agencies’ intentions, 

which can and likely will change over time and with different decision makers, and that some of the 

activities outlined in the report cannot be done well with existing resources. We also believe the existing 

report does little to address duplication issues across Departments and Agencies. 

We provide our comments with the hope that the Agencies build on the work of the ONC FDASIA Work 

Group, which identified areas of the regulatory framework that are “broken at the written law level”, by 

categorizing areas of the law that need to be updated and working with Congress to enact those reforms.   

 

http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf
http://www.fda.gov/downloads/AboutFDA/CentersOffices/OfficeofMedicalProductsandTobacco/CDRH/CDRHReports/UCM391521.pdf
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II. Health IT: Lifecycle and Sociotechnical System Considerations 

We agree with the Agencies’ approach that safety issues should be considered in the context of the health 

system as a whole, and not just the individual health IT products themselves. We note that the 

Administration runs numerous programs that touch on many aspects of the health system, including 

financing, delivery, quality, outcomes, standards, certification and product approval.  Many components 

are not included in the risk-based framework approach, and thus do not provide a complete picture of the 

sociotechnical aspects of a safe system.  For example, CMS payment systems could incent the adoption 

and use of safe health IT products or practices across different payment systems, such as physician and 

hospital reimbursement, accountable care arrangements, and the Meaningful Use program. We believe a 

comprehensive view of the various levers the Administration has at its disposal to promote safety is 

important. We believe this will also promote clarity with stakeholders and manufacturers. 

Recommendation:  HITN supports creating a single Agency with responsibility for coordinating all 

activities of the various agencies who play a role in promoting a safer health system.  

 

III. Scope and Focus of the Proposed Strategy and Recommendations for a Risk-Based 

Framework 

Risk Based 

We agree with the report that the framework should be risk based and that any corresponding oversight 

should be based on a product’s functionality and not its platform. This will promote a flexible, scalable 

framework as new technologies evolve.   

Recommendations:   

 Risk should be defined by a technology’s potential to harm a patient as well as the degree to 

which a health care professional has a reasonable opportunity to intervene prior to a clinical 

intervention.   

 Products that can be certified to function as designed and do not interact with a significant 

variable, such as human physiology, should not be subject to FDA regulation. 

Functional Categories 

The FDASIA Report outlines three categories of health IT functionality: administrative; health 

management, and; medical device. The report states that the technologies employed today, and likely in 

the future, often contain functionalities that span one or more of these categories, noting “the Agencies 

recognize that any categorization scheme will be imperfect…” 

The Report’s recognition that only health IT with medical device functionality should be the focus of 

FDA’s oversight and that health IT with administrative functionality should not be subject to any 

additional oversight is appropriate.  We believe FDA’s oversight should be further clarified to better 

promote innovation.   

Recommendations:  We generally agree with the categories as outlined in the report with the following 

additional amplifications: 
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 Medical Device Software: Medical devices are a combination of hardware and software.  

Medical device software is not the software integral to the functionality of a physical medical 

device unless that software can be separated from the physical device and still continue to 

function. Medical device software is software that functions as a virtual medical device or 

converts an individual physical element or individual networked element into a medical device. In 

addition, medical device software presents limited or no ability for a learned intermediary to 

intervene prior to a clinical intervention or action. This category of software has the potential to 

pose a range of harm to patients and should be subject to existing FDA pre-market controls with 

enforcement discretion. 

 Health Management Software: Health management software increases the efficiency and 

effectiveness of healthcare delivery.  Health management is not the sole means for capturing or 

acquiring data from a medical device being used to aid in the direct diagnosis, diagnostic 

analysis, or treatment of a patient, nor does it supplant treatment decisions made by a healthcare 

professional. We believe an alternative structure should be created to evaluate clinical software in 

instances where providers are not substantially dependent on the functionality of the technology, 

or any impact the technology would have on the patient would be indirect by allowing sufficient 

time for healthcare professionals to knowingly reflect before triggering a medical intervention or 

a cascading series of clinical interventions. These technologies should not be subject to FDA 

regulation, pre or post-market controls. 

 Administrative (Non-Clinical) Software: Non-Clinical Software is software that increases 

operational or administrative efficiency and effectiveness of health care and that is not used in the 

direct clinical delivery of care. These technologies support the administrative, financial, and 

operational aspects of healthcare and should not be subject to FDA regulation, pre or post-market 

controls. 

Regulatory Pathways 

An effective framework for technologies that fall outside of FDA medical device regulation should 

include a process to foster best practices and process standards that promote flexibility.  Such a 

framework should provide a process to incorporate the input of relevant stakeholders to ensure the 

framework evolves as the market innovates.  

 

Recommendations: Health IT Now suggests the following alternative paths to market for health IT that 

is not a medical device:  

 

1. Develop a single, national approach for identifying process standards with the inclusion of 

relevant stakeholders;  

 

2. HHS should contract with independent, private certification bodies that would certify non-FDA 

technologies as safe and effective in accordance with standards; 

 

3. HHS should consult with interested parties to design a certification schema, either via formal 

attestation or a contracted private certification body, to ensure non-FDA technologies are safe and 

effective in accordance with standards. 
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4. HHS should establish an office that acts as a gatekeeper to nationally coordinate interagency 

regulatory efforts, similar to the Patient Safety Center outlined in the FDASIA Report.  This 

gatekeeper would direct products to FDA or private certifiers as appropriate, and its authority 

would supersede FDA decisions about whether a product is or is not within FDA’s jurisdiction; 

 

5. ONC’s should employ post-market surveillance, testing, and usability audits of certified and 

implemented technologies to determine conformance with standards. 

 

6. Product and stakeholder performance on quality measures and best practices should be reported 

publicly on ONC’s web site. ONC should take remediation efforts to educate and improve 

performance. 

 

7. ONC should use its enforcement authority to disqualify vendors or providers that engage in 

information blocking from federally funded programs.   

 

8. The Agencies should complete a collaborative report on statutory changes needed to implement a 

public-private certification program for health information software designed to interact with 

cleared medical technologies and release it publicly.  

 

Additional details on this approach in the context of the FDASIA report are outlined below. 

 

IV. Proposed Strategies and Recommendations for a Health Management Health IT 

Framework 

The Agencies propose that health IT with health management functionality should be addressed through a 

risk-based framework that adheres to the following principles: 

 Employ a risk-based (and evidence-based) approach to appropriately mitigate patient safety risks 

while avoiding unnecessary regulatory oversight; 

 Leverage private sector knowledge, experience, and expertise; 

 Facilitate, rather than impede, innovation;  

 Promote transparency of product performance and safety; and 

 Create/support an environment of learning and continual improvement. 

Recommendation: The Agencies should add a fifth priority to its focus that includes identification and 

prioritization of safety issues. The Agencies should define the scope of the problem in order to 

appropriately allocate resources. 

 

V. Promote the Use of Quality Management Principles; Identify, Develop, and Adopt 

Standards and Best Practices 
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Health IT Now has worked with other stakeholders, including HIMSS and the Bipartisan Policy Center, to 

develop a set of recommendations related to quality management principles and the identification, 

development and adoption of best practices. They are outlined below, and we encourage the Agencies to 

adopt this process as part of the framework. 

Recommendations: 

1. There should be a single national approach for identifying and gaining consensus on a broad and 

flexible set of standards that can be applied to a diverse range of processes, products, and settings 

(including those that span the three categories of health IT).  

2. Such an approach should reflect good governance practices and promote public participation. 

3. The national standards consensus process should demonstrate the attributes of a “voluntary consensus 

body”, which are defined by OMB Circular A-119 to include openness, balance of interest, due 

process, and appeals process, and consensus.  

4. The national standards consensus process should engage both public and private stakeholders. 

5. The National Technology Transfer and Advancement Act of 1995 and OMB Circular A-119 require 

the federal government to use standards developed by voluntary consensus bodies in its regulatory 

and procurement activities, unless the use of such standards would be inconsistent with applicable law 

or otherwise impractical. 

6. To the extent possible, existing standards should be leveraged, using international standards where 

applicable. Well-established standards that support patient safety in health IT already exist. Examples 

include those focused on quality management systems, risk management, safety, and software 

engineering developed by standards organizations such as the International Organizations for 

Standardization (ISO).  

7. The federal government should adopt the standards identified and agreed upon through this national 

approach and assure alignment of recognized standards across federal agencies to avoid areas of 

conflict or duplication. 

8. Those who develop, implement, and use health management software should voluntarily adhere to 

federally recognized standards identified and agreed upon through the national approach described 

above. 

Stakeholder accountability will be enhanced if there is transparency around whether individual 

stakeholders conform to quality management principles and best practices.  Public reporting and grading 

systems are known processes to incent better performance in this regard (consumer safety reviews and 

reports, etc.). Government tools, such as decertification, non-payment and non-coverage, are additional 

tools to ensure accountability. 

 

VI. Leverage Conformity Assessment Tools 
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We agree with the Agencies that conformity assessment tools, such as product testing, certification, and 

accreditation can provide assurance that certain products, services, systems, or organizations meet 

specified standards or fulfill certain requirements. HITN also agrees that these tools should be used to 

distinguish high quality products, developers, vendors and organizations from those that fail to meet 

specified levels of quality, safety, or performance. Finally, we agree that non-governmental programs 

should be used to perform conformity assessments. 

Health IT Now believes that the lack of robust interoperability and the proactive blocking of information 

(data silos) are major patient safety issues and should be addressed as quickly as possible. These are 

known problems with known solutions. We agree with the FDASIA report that entities be identified to 

validate interoperability, test product conformance with standards and transparently share results of 

product performance to promote broader adoption of interoperable solutions.  

Recommendations: As we outline above, an expanded role of existing ONC certification bodies should 

be a core element of the FDASIA framework. These private sector, expert bodies are best positioned to 

assess conformance and report on performance. 

 Adherence to standards should be demonstrated through existing or new conformity tools, which 

can include but not be limited to accreditation, certification, and attestation facilitated by bodies 

recognized by the federal government. 

 The role of ONC certification bodies should be expanded to validate interoperability and ensure 

conformance with standards. 

 Conduct post-market testing of interoperability to confirm conformance with standards.  Products 

that proactively block information should be decertified.   

 The Administration should publicly report data obtained from interoperability testing (pre- and 

post-market) and report on product performance on CMS and ONC web sites. 

 

VII. Create an Environment of Learning and Continual Improvement 

We agree with the Agencies that the creation of an environment of learning and continual improvement is 

central to a health IT framework that protects patient safety and promotes innovation, including: 

 

 Identify, report, and respond to health IT-related adverse events and near misses; 

 Aggregate and analyze events and near misses to identify patterns and trends; 

 Support the development and adoption of interventions and mitigations, where appropriate; and  

 Promote system-wide education and learning for stakeholders resulting in a system that is 

continually undergoing improvement. 

 

Patient safety is a shared responsibility and all stakeholders should be incentivized proactively and 

transparently report and reconcile adverse events or near misses.  We believe that current reporting 

protections inadequately incent reporting, and that data and knowledge about types, number and causes of 

adverse events are not shared effectively with stakeholders to improve performance.   
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Recommendations: 

 

 HHS should extend confidentiality and privilege protections currently provided to providers, to 

health IT developers and vendors to expand their participation in reporting and other patient 

safety-related activities.  

 Manufacturers of health IT products used in federally funded programs should have a relationship 

with a PSO.   

 The Agencies should aggregate safety issues at the national level with federal support. 

 Reporting efforts should take into account existing work flows, and the burden of reporting 

should be minimized.  

 Create a Patient Safety Center to serve as a convener for best practices on safety issues and 

identify emerging market standards to promote safety and to coordinate the various agency 

efforts, including reporting, into one central location. 

 

Conclusion 

 

We appreciate the opportunity to provide comment on the FDASIA report. We believe the changes 

described above will improve the framework, while addressing those issues the report fails to address in 

comprehensively improving the regulatory structure for health IT. We look forward to working with you 

to promote innovation, better protect patient safety and reduce regulatory duplication.  

 

Sincerely,  

 

 

Joel C. White 

Executive Director 

 


